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ABSTRACT
Software is a core component of smart ecosystems, large ’system
communities’ that emerge from the composition of autonomous,
independent, and highly heterogeneous systems, like smart cities,
smart grids, smart buildings. The systems that comprise smart
ecosystems are not centrally owned, and mutually interact both
explicitly and implicitly, leading to unavoidable contradictions and
failures. The distinctive characteristics of smart ecosystems chal-
lenge software engineers with problems never addressed so far. In
this paper we discuss the big challenge of defining a new concept
of ’dependability’ and new approaches to reveal smart ecosystem
failures.

CCS CONCEPTS
• Software and its engineering → Software testing and de-
bugging; • Computing methodologies→ Intelligent agents;
Cooperation and coordination;Multi-agent systems; Artificial
life; Visual analytics.
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tem health, software verification
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1 INTRODUCTION
The remarkable advances inmachine learning, IoT and socio-economic
systems give rise to Smart EcoSystems (SES), multifaceted systems
that emerge from the composition of independently-operated and
autonomous systems with smart functionalities, and that evolve
over time, as in the case of next-generation smart cities, smart
buildings, smart grids, and more generally a future smart planet.
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SES properly extend and enrich the important class of systems
variously referred to as "virtual systems of systems" (SoS), "ultra-
large scale systems" (ULS), "large-scale complex IT systems" (LSC-
ITS), "cyber-physical systems" (CPS). The autonomous smart sys-
tems that comprise SES raise new challenges that derive from (i) the
heterogeneity and autonomy of the comprising systems, (ii) the
complexity of their inter-dependencies, and (iii) the uncertainty
with respect to the environments wherein these systems operate.

Maier highlights the absence of central control of virtual SoS [6],
Northtop et al. emphasize the challenges of large-scale ULS [9], Som-
merville et al. highlight the complexity of LSCITS [11], Cioroaica
et al. study CPS [3]. None of them deals with the new challenges of
verifying autonomous smart systems.

The recent body of work on verification and validation of ma-
chine learning and artificial intelligent systems [13] focuses on
single smart systems, largely ignoring the new challenges that
emerge from the autonomous composition of independent smart
systems. In this paper we discuss the big challenge of defining
a new concept of ’dependability’ and new approaches to reveal
SES failing frameworks. We charaterize the relevant class of smart
ecosystems (SES), as interacting systems of systems that involve het-
erogeneous smart systems with autonomous behavior, discuss the
distinctive characteristics of SES, identify the new challenges of
verifying SES, propose a novel concept of ecosystem health that
captures the emerging quality aspects of SES, and indicate future
research directions towards effective verification of SES.

2 SMART ECOSYSTEM
Smart ecosystems (SES) emerge from autonomous and indepen-
dently operating systems of heterogeneous nature (software sys-
tems, cyber-physical systems, and people, with an increasingly
prominent role of machine learning and computing intelligence)
that act and interact in a shared environment. Smart cities, smart
grids, smart buildings and peer-to-peer ride-sharing systems are
intuitive examples of SES.

In this paper, we refer to peer-to-peer ride-sharing SES, inspired
from Uber, Grab and Blablacar, as a running example of SES. Ride-
sharing SES emerge from the combination of software systems, like
ride-managers and payment service systems, physical and cyber-
physical systems, like cars, GPS systems and traffic alert systems,
and people, like passengers and drivers. Machine learning and com-
puting intelligence play an increasingly prominent role with smart
cars, smart ride-managers and smart traffic alert systems. The
distinctive characteristics of SES are: (a) autonomy, (b) implicit in-
teractions, and (c) intrinsic contradictions.
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Autonomy. The systems comprising a SES are remarkably het-
erogeneous, and are characterized by a high degree of operational
autonomy. For example, ride-managers, that is, the infrastructures
that mediate between ride requests and offers, payment systems,
cars, traffic alert and GPS systems, are owned by different entities,
and operate autonomously according to their own goals, serving
passengers and drivers, who become integral part systems with
their autonomous behavior and decisions.

Implicit interactions. The systems in a SES interact implicitly
and unconsciously through shared resources and hidden actions.

Implicit interactions cannot be designed and tested, but only
observed when emerging in SES, and can lead to unforeseen sce-
narios.

For example, an uncontrollable event, like the termination of
a sport event or a failure in an underground station, may trigger
implicitly interactions due to a sudden increase of request for rides
in a specific area. The ride-manager may broadcast a call for drivers.
Some drivers may move from neighboring areas to the interested
area, causing a shortage of drivers in other areas, leading to new
calls for drivers. The events implicitly interact with fares that the
ride-manager adapts according to the pending requests and the
availability of drivers in different areas, to implicitly control the
amount of drivers who move to areas with high fares When drivers
served the sudden peak of ride requests, the SES goes back to a
commonly experienced behavior (Peak request scenario).

However, a broadcast about a long-lasting underground station
failure, or the breaking news of a sudden flash mob that jeopardize
the traffic in some areas, may lead to an anomalous distribution of
drivers in the areas affected by the failing events and in the nearby
areas, and may implicitly trigger both a sudden increase of fares
and an escalation of delays in rides. ’Greedy drivers’ may decline
invitationswaiting for further increases of fares1.While in themany
common situations observed so far in the field, ride-sharing SES
self-balance, an unforeseen event like the announcement of a long-
lastingmajor underground failure or a gigantic flashmob can trigger
an amount of declines of ’greedy drivers’, an enormous increase in
fares and delays, a massive amount of potential passengers giving
up, and ultimately a crash of the SES with too many unsatisfied
requests (Greedy crash scenario).

In both scenarios, unknown events out of the control of the SES
trigger implicit interactions that perturbate the SES. However, the
Peak request scenario perturbs the SES with no major pervasive
consequences, while the Greedy crash scenario leads to a disaster
situation. All systems comprising the SES behave as specified and
expected: the ride-manager calls for drivers in areas with a short-
age of availability, and adjusts fares to incentivize drivers. Drivers
autonomously decide to move to different areas, decline and accept
requests according to maximize their revenue. Passengers give up
rides when inconvenient for costs or duration. The situation is
triggered by events that the SES may not be even aware of, like a
radio broadcast, and the disaster is a consequence of many implicit
interactions that occur spontaneously in the SES.

There is evidence of many analogous cases in SES as well as in
many other ecosystem of different nature. A notable example is the

1The phenomenon of declining requests looking for increase of fares is a hypothesis
of experts eu.usatoday.com),

U.S. equity markets crash of May 6, 2010, a well-known Flash Crash.
The exceptional stock market crash was triggered by a single event
that was executed with uncommon urgency, and led to a complex
pattern of implicit interactions, causing a temporary loss of about
800 billion US dollars of market value. The cause of the Flash Crash
cannot be attributed to a software bug, but rather to a combination
of interactions that implicitly led to an unforeseeable scenario [4].

Intrinsic Contradictions. The autonomy of the systems compris-
ing a SES, the lack of shared control and goals, and the presence of
implicit interactions lead to implicit contradictions that can strongly
affect the stability of the SES. Indeed, although SES aim to improve
collective wellness, the systems interact autonomously to gain their
own advantages and compete on common limited resources to
reach their sometime contradicting goals.

The greedy drivers example well describes the implicit contra-
dictions among the systems that comprise a ride-sharing SES. The
different goals of traffic alert, pollution control, drivers and passen-
gers are other excellent examples of implicit contradictions in goals
and behaviors in an extended ride-sharing SES. The traffic alert
systems aim to divert traffic away from congested areas, the pollu-
tion control systems aim to reduce traffic in pollution-critical areas,
drivers aim to get the most profitable routes, and passengers look
for the cheapest and fastest routes. Moving traffic from congested
areas to solve a traffic jam may increase traffic in critical pollution
area, may slow down some drivers and worsen fares. Reducing
and slowing down traffic in critical pollution areas may further
complicate the interactions.

The implicit contradictions in SES may lead to selfish decisions
that can degrade the quality of the SES both locally and globally,
threatening the availability and distribution of the resources. For
instance, Thai et al. [12] observe that the selfish intensive use of
routing apps on road usage, such as Google Maps, Waze, INRIX, or
Apple Maps, all of which take into account only the needs of the
individual user by suggesting alternative routes to avoid traffic jams,
cause a sharp increase in traffic on local roads without benefiting
highway congestion.

3 SMART ECOSYSTEM HEALTH
The Greedy crash scenario well exemplifies the new failing frame-
work of SES: An intolerable persistent increase of fares that leads
to a generalized cancelation of ride requests with most drivers idle,
no passengers served and no revenues whatsoever, that is, a main
degenerations of the behavior of the whole SES, as a consequence of
unforeseen implicit interactions of autonomous systems that behave
correctly with respect to their specifications.

The implicit interactions and intrinsic contradictions of SES chal-
lenge the classic notions of dependability and failures, defined as
deviations of the observed from the specified behavior [1], being
it impossible to specify the correctness of a SES in the presence of
contradicting requirements of the autonomous systems.
In this paper we discuss the big challenge of defining a new concept of
’dependability’ and new approaches to reveal SES failing frameworks.

Sommerville et al. [11] already notice that the classic notion of
failure is not applicable, and observe that LSCITS present ’wicked’
problems, which constantly change. In this paper, we propose a
novel definition of the expected behavior of a SES that we call
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SES health, borrowing the term from software ecosystems [7] that
are defined as software systems composed of actors that provide
services according to well-defined system requirements and are
thus radically different from SES, as defined in this paper.

Getting inspiration from popular definitions of business [5] and
natural [10] ecosystems, which identify three dimensions of healthi-
ness, we define smart SES health along three non-orthogonal dimen-
sions, hardiness, consistency, and resilience, borrowing the terms
from existential and humanistic psychology. Intuitively, hardiness
indicates the strength of a SES in terms of amount and quality of
the provided services, by referring to the existential metaphor of
the strength of human beings; consistency captures the ability of the
SES to exhibit a stable behavior also in the presence of sudden and
unpredictable events, and follow predictable patterns, by referring
to the metaphor of the human personality, resilience captures the
ability of the SES to react to unavoidable crisis and go back to an
acceptable behavior. We quantify and monitor the health of SES by
referring to domain-specific and quantifiable indicators that capture
the distinctive aspects of these dimensions.

We identify two kinds of indicators, global SES health indicators
and specific system indicators. Global health indicators capture the
quality of SES as a whole, and are independent from the contra-
dicting requirements of the individual systems in a SES. Specific
indicators refer to subsets of systems, and are subject to different
interpretations driven by the contradicting requirements of the
individual systems. Indicators may vary across different types of
SES and among SES of the same type.

Examples of global indicators of ride-sharing SES are requested
rides, completed rides, percentage of satisfied ride requests (ra-
tion of completed over requested rides), ride tardiness (difference
between expected and actual ride time), service slack time (inter-
val between request and start of a ride), ride safety (amount of
violations of the traffic regulations per distance and time).

hardiness, consistency and resilience emerge as different combi-
nation of SES health indicators: The percentage of satisfied ride
requests is a key component of the hardiness, the variation of ride
tardiness and service slack time quantify the consistency of the
SES, the fluctuation of the percentage of satisfied ride requests and
tardiness refer to the resilience of a share-ride SES.

Such indicators capture the quality of a ride-sharing SES inde-
pendently from passengers, drivers, and cloud mediators: the more
the satisfied rides are, the lower the tardiness, the service slack time
and the safety are, the better the health of the ride-sharing SES is.

Example of specific indicators of ride-sharing SES are ride cost,
ride price for passenger, driver compensation, mediator remuner-
ation, whose overall expectations radically differ and contradict
each other. Other examples of specific indicators are the amount
of available drivers and ride requests in the same and neighboring
areas, that raise different expectations due to their impact on fares
and service.

While the correctness of different systems are directly related
to the value of the indicators, the health of the whole SES depends
on complex patterns of (implicit) interactions among systems, in-
teractions that we capture as relations among the SES indicators.
The values of the SES indicators vary over time depending on the
autonomous behavior of the individual systems, and may reflect

natural adaptations of the SES to evolving situations as well as SES
health failures, that is, major degradations of the SES as whole.

We define a SES health failure as an unacceptable degradation
of some global SES indicators, for example, an exceptional drop
of satisfied ride requests, in the case of the greedy crash, or the
exceptional loss of market value, in the case of the flash crash.
While degradations of SES indicators can be identified by looking
at the variation of the values of the indicators over time, acceptable
degradations can be defined only with respect to the behavior of
the autonomous systems.

For example a sudden decrease of the percentage of satisfied
requests, and an increase of ride tardiness and service slack time
(degradation of some SES indicators) may be a temporary unde-
sirable but unavoidable transient situation, if they happen jointly
with a quick increase of ride requests, a fast reduction of available
drivers, and an increase of ride prices (specific system indicators),
for instance due to the sudden termination of a popular event that
generates a rapid increase of requests, and temporary exhausts the
availability of drivers, soon compensated by calls for drivers in
areas with high fares: the Peak request scenario. However, a similar
trend in the degradation of the same SES indicators may be a SES
failure, if experienced with a quick reduction of available drivers
and an increase of fares with an initially constant and then rapidly
decreasing amount of requests: the Greedy crash scenario.

We define a SES fault as a complex pattern of (implicit) interac-
tions that lead to an SES failure, for instance the complex patterns
of events that lead to Greedy crashes in a ride-sharing SES, or the
complex pattern of events that that lead to a flash crash in an eq-
uity market. We define a trigger as the (single) event that ignite
a SES fault, like the radio broadcast about the duration of the un-
derground failure, or the single huge block sale that was executed
with uncommon urgency, and led to a flash crash.

SES emerge and evolve over time when systems seamlessly enter,
exit and interact in the SES. While we can verify and test systems
before deployment to identify and remove faults, it it impossible to
fully verify and test SES before they emerge and evolve in the field.
A big challenge of verifying SES in the field, is to precisely identify
SES faults before SES health failures, the closest the possible to the
triggers, that is, distinguishing SES faults from atypical interaction
patterns due to anomalous events, before SES fails, for instance,
distinguishing Greedy crash from Peak request scenarios in ride-
sharing SES, or scenarios due market perturbations from scenarios
that lead to flash crashes in equity markets.

4 VERIFYING THE HEALTH OF SES
The new concepts of SES health and failure present new challenges
and requires new approaches for verifying SES. In this section, we
propose a new approach to verify the healthiness of SES, illustrate
it by referring to the ride sharing scenarios, and present the results
of a preliminary investigation that indicate the feasibility of the
proposed approach.

Our goal is to predict SES failures before SES fails, by revealing
faults, that is, predict unacceptable degradations of SES indicators,
by revealing pattern of (implicit) interactions that lead to an SES
failure. Failures triggered by unforeseen events, and due to (implicit)
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Figure 1: Energy values for consistency in the three exemplar scenarios

interactions that emerge at runtime in evolving SES, can be detected
only by observing the behavior of SES at runtime.

By inspiring from the work of Monni and Pezzè on predicting
failures by detecting energy anomalies of system metrics [8], we
predict SES failures by detecting energy anomalies of global and
specific indicators as symptoms of SES faults. We compute the
energy of SES with Restricted Boltzmann Machines (RBMs) [2],
bipartite neural networks that infer energy-based models by using
an energy function to derive the marginal distribution of the input
to approximate the output distribution of the modeled system.

We detect energy-anomalies in two phases: (i) We reveal possible
faults as anomalous energy levels computed with an RBM over all
indicators, and (ii) diagnose system failures as anomalous energy
values computed with RBMs over three (overlapping) subsets of
indicators that correspond to hardiness, consistency and resilience.

We got some initial insights with a simple prototype implementa-
tion of the ride sharing ecosystem example with passengers, drivers,
cars and ride-mediator. 2 We collected 21 global SES indicators, and
22 specific indicators for each ride. We collected data sets for nor-
mal scenarios with data derived from publicly available Uber data,
and data sets for the Peak request and Greedy crash scenarios.

We selected 33 indicators for hardiness, 35 for consistency, and
28 for resilience, and computed the energy values with respect to
the three subsets in the different scenarios. Figure 1 reports the free
energy for consistency computed for 1 hour runs for the Normal,
Peak request and Greedy crash scenarios. The horizontal bars in the
diagrams delimit the range of normal values for the free energy,
thresholds that we computed during normal execution.

The diagrams indicate that the free energy clearly distinguish
Normal, anomalous (Peak request) and failure prone (Greedy crash)
scenarios: the free energy remains within, moves temporarily out
of, and steadily remains out of the normal range, respectively. The
energy values for hardiness and resilience that we not report for the
lack of space present similar characteristics.

5 CONCLUDING REMARKS
In this paper we (i) highlight the distinctive characteristics of SES,
(ii) discuss the new challenges of detecting SES failures that emerge
due to unforeseen conditions, (iii) present the new concept of SES
health to capture the quality of SES, (iv) articulate SES health into
three main dimensions, (v) propose an approach to reveal health

2The source code of the simulator is publicly available at the linked repository.

anomalies and detect SES faults, (vi) present the results of a pre-
liminary experiment that suggest that it is worthwhile to further
investigate the research direction drafted in this paper.

Early detecting faults opens new challenges related to preventing
failures and discovering triggers, to avoid mayor disasters and
design mechanisms to limit the impact of triggers.
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